&

INTERACTION INSIGHT
EFORPIOIRI ASTEILOIN

Wireshark RTP Audio Capture Process

Why is an Audio Packet Capture Required?

An RTP audio packet capture gives us the information needed to design the best solution possible based on your current or
future planned infrastructure. The capture tells us what call data element events (Metadata) are being passed from the IP PBX
to the IP Phones. The capture also provides data elements from a CTI Server (if available). With this information we’re able to:
« Determine the best tap point on your network for call recording
- Provide you with what information you’ll be able to capture and attach to call records for search, retrieval & playback
« Access if there are any data element gaps
- Determine if any network architecture changes are needed to resolve any data element gaps
- Determine if a specific Application Protocol Interface (API) is required

What do | need to do prior to getting the RTP Audio Capture?

1) Determine if you are using Port Mirroring on your network

Port Mirroring, also known as SPAN (Switched Port Analyzer) is a method of monitoring network traffic. With port mirroring, the
network switch sends a copy of all packets seen on one port, to another port, where the packets can be analyzed. Port
Mirroring allows other computers to see network traffic which is not otherwise visible to them. Port Mirroring is a standard
feature in nearly all enterprise class managed switches/layer 2 Ethernet switches. There is a configuration interface which is
used to specific the source port to be mirrored and the destination port, where copy of all ports will be forwarded.

An example of a SPAN configuration on a Cisco 2950 Switch:

Monitor session 1 source interface fast ethernet 0/1, 0/2, 0/3
Monitor session 1 destination interface fast ethernet 0/4 encap ingress Vlan 1

In this example data is mirrored from ports 0/1, 0/2 and 0/3 to destination port 0/4 using Vlan1 for Vlan tagging. To show status
of a SPAN monitor session use the following command.

Show monitor session 1

In order for us to provide a port mirroring (SPAN port) call recording solution it is important to validate that your network
switches support port mirroring capabilities. If you are unclear, please check the manufacturer’s documentation and confirm
Port Mirroring/SPAN is provided. This functionality is also used when gathering a RTP Audio Capture.

2) Determine your RTP Capture Points

Selecting RTP audio capture points are an important part of this process and should be discussed with your Project Manager
upon review of a Local or Wide Area Network diagram.

Four types of captures are required for assessment and review:

1) Internal Station to Station call
2) Outbound call

3) Inbound call

4) Conference cal

Note: Each capture should be a minimum of 1 minute and be given a file name that relates to the capture call type like YourCompanyName_OutboundCall.pcap.
Additionally, it is very beneficial that when recording a test capture that you verbally indicate the type of test capture like “Hi, this is Bob, | am doing a test call for
gathering an audio capture sample. This call is a station to station call from ext 2456 to 3789.”

Download and install the Wireshark application
The Wireshark application is a free application and can be downloaded at the following URL address:

https://www.wireshark.org
When installing Wireshark, select all the default settings and launch the application when installation is complete.
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How do | obtain the RTP Audio Capture?
Step One) Open the Wireshark application.

(1) Select/Highlight the Network Interface Card (NIC) used for the SPAN session.
(2) From the Capture menu at the top select, Start.

M The Wireshark Network Analyzer (=N W =
File Edit View Go [Capture] Analyze Statistics Telephony Wireless Tools Help
4dm 7 ® ) [H® options. Crl+K Qe
(W Tapoly = display fiter .. 4 Start Ctrl+E =3 ) Expression..  +
Stop Ctrl+E
o) Ctrl+R

i?  Restart
M Capture Filters...

(o]} Refresh Interfaces F5

C:\Red Box Tech\WireShark Samples\Cisco\Samples from Stuart's Visit\Chester Travel Cisco Active working recorder.pcap (4009 KB)
E:\Edison PD - Airbus IP - WireShark Capture.pcap (not found)
E:\FC Stone\Wiresharkl.pcapng (not found) -

=3

Capture

...using this filter: [i ‘Enter a capture filter ... '] IAII interfaces shown *
iSPAN |
1 1 Local Area Connection ML

Learn

User's Guide * Wiki - Questions and Answers - Mailing Lists
‘You are running Wireshark 2.4.2 (v2.4.2-0-gb6c63ae086). You receive automatic updates.

# Ready to load or capture H No Packets ‘ ‘ Profile: Default

You will now start to see numerous events and protocols streaming through. RTP is the protocol we're most interested in.

M Boot from scratch and call.pcap | u

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE 1@ LDRB e>=7 0B aQaH

[ Jip.addr == 159.199.171.243 | Expression... | +
No. Time Source Destination Protocol Info Fou

3464 13:17:55.814555 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B864, Seq=7l..

3465 13:17:55.024220 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=BxSE7ABA4C, Seq=2..

3466 13:17:55.834460 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B864, Seq=7l..

3468 13:17:55.044232 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@xS5E7A6A4C, Seq=2..

3469 13:17:55.854554 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, S5RC=8xB75B@64, Seq=7l..

3470 13:17:55.064274 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@x5E7AGA4C, Seq=2..

3471 13:17:55.874504 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..

3472 13:17:55.884237 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@x5E7AGA4C, Seq=2..

3473 13:17:55.0894545 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..

3474 13:17:55.104270 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, S5RC=Bx5E7ABA4C, Seq=2..

3475 13:17:55.114514 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B864, Seq=72.. D

3476 13:17:55.124195 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=BxSE7ABA4C, Seq=2..

3477 13:17:55.134442 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B864, Seq=72..

3478 13:17:55.144176 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU. SSRC=@XSE7ABALC, Seq=2.. o

Frame 975: 6@ bytes on wire (48@ bits), 60 bytes captured (48@ bits)

> Ethernet II, Src: Avaya_4@:da:eb (@@:1b:4f:4@:da:eb), Dst: Avaya_S5f:e@:f1 (3c:bl:5b:5f:e@:f1)
> Internet Protocol Version 4, Src: 159.199.171.246, Dst: 159.199.171.243

I Transmission Control Protocol, Src Port: 1728, Dst Port: 5670, Seq: 1, Ack: 1, Len: @

3c bl 5b 5f ed f1 @@ 1b 4f 40 da eb 88 @0 45 @0
@0 28 6d 81 @0 @@ 40 @6 75 d6 9f c7 ab f6 9f <7
2020 ab 3 @6 b8 16 26 17 d5 63 6f 89 96 @3 52 50 10

<[l

. 7 Boot from scratch and call H Packets: 3951 - Displayed: 1729 (43.8%) * Load time: 0:0.62 H Profile: Default
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Step Two) While the trace is running perform the following.

Reboot the phone device that will be tested (to capture its registration* with the IP PBX), making a note of its extension, IP Address
and time of reboot. When the device has restarted, log in to it and make an outbound call to another number such as a mobile.

Talk briefly (30 sec to 1 min) and then hang up the call.
=

‘ Boot from scratch and call.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A0 LnRB Re=>=F8sBEaqaH
[ [ip.addr == 159.198.171.243 [X] ~] Expression... | +
No. Time Source Destination Protocol Info — 0
975 159.199.171.246 TCP 1720 » 5670 [ACK] Se 8736 Len=@ -l_‘
)

159.199.171.243

99.171.243 159.19 ke
.199.171.243 159.199.

-+ 1728 [RST] ¢

1297 159 171.246 H.225.0 RAS: gatekeeperRequest
I/ 1299 159.199.171.246 159.199.171.243 H.225.8 RAS: gatekeeperConfirm
1300 159.199.171.243 159.199.171.246 H.225.8 RAS: registrationRequest g |
1301 13:1 8.659057 159.199.171.246 159.199.171.243 H.225.8 RAS: registrationConfirm
159.199 H.225.0 : nonStandardMessage

:17:28.736641 .199.171.243 .171.246

171.246

.199.171.243 159.199. =+ 1728 [ACK] Seq=1 Ack=1 Win=17472 Len..

——

1367 ik

1308 13:1 159.199.171.246 159.199.171.243 H.225.8 RAS: nonStandardMessage

1369 13:1 159.199.171.243 159.199.171.246 H.225.8 RAS: nonStandardMessage —
1311 13:17:28.776638 159.199.171.246 159.199.171.243 H.225.8 RAS: nonStandardMessage

1313 13:17:28,786985 159,199,171.,243 159.199,171.246 H.225.8 CS: setup OpenlosicalChannel i

> Frame 13@@: 286 bytes on wire (1648 bits), 286 bytes captured (1648 bits)

Ethernet II, Src: Avaya_5f:e@:f1 (3c:bl:5b:5f:e@:f1), Dst: Avaya 4@:da:eb (@0:1b:4f:48:da:eb)
> Internet Protocol Version 4, Src: 159.199.171.243, Dst: 159.199.171.246

User Datagram Protocol, Src Port: 493@@, Dst Port: 1719

L] »

4

@2 1b 4f 40 da eb 3c bl 5b 5f e@ f1 @8 @0 45 88
90 co 00 ©3 00 @9 40 11 e2 29 9f c7 ab f3 9f 7
ab f6 c@ 94 @6 b7 @@ ac 13 ad ef 50 @0 02 @6 @0

»

@ 7 Boot from scratch and call H Packets: 3951 - Displayed: 1729 (43.8%) - Load time: O:O.GZH Profile: Default

Step Three) Now go to the Capture menu and select Stop

M Boot from scratch and call.pcap
File Edit View Go ICapture Analyze Statistics Telephony Wireless Tools Help

a4 m 3 ® ) [ @ Options... Ctrl+K Qe
Start Ctrl+E [X] v] Expression... +
Stop Ctr+E | pestination Protocol Info e
Restart Ctrl+R 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B064, Seq=71..
3465 Capture Filters... 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=Bx5E7A6A4C, Seq=2..
3466 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B@64, Seq=71..
3468 [ = 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=BXSE7ABA4C, Seq=2.
3469 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B@864, Seq=71..
3470 :55.064274 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=Bx5E7A6A4(C, Seq=2..
3471 :55.874504 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=@xB75B@64, Seq=72..
3472 13:17:55.084237 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@x5E7A6A4(C, Seq=2..
3473 :55.894545 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..
3474 :55.184276 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@x5E7AGA4C, Seq=2..
3475 5.114514 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72.. ‘_‘
3476 5.124195 159.199.171.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@x5E7AGA4C, Seq=2.. I
3477 :55.134442 159.199.171.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..
3478 13:17:55.144178@ 159,199.,171.243 159,199,171.,245 RTP. PT=ITU-T G.711 PCMU, SSRC=OXSE7AGA4C, Seq=2., X
> Frame 975: 6@ bytes on wire (488 bits), 6@ bytes captured (48@ bits)
> Ethernet II, Src: Avaya_4@:da:eb (8@:1b:4f:4@:da:eb), Dst: Avaya 5f:e@:fl (3c:bl:5b:5f:e@:f1)
> Internet Protocol Version 4, Src: 159.199.171.246, Dst: 159.199.171.243
> Transmission Control Protocol, Src Port: 1720, Dst Port: 567@, Seq: 1, Ack: 1, Len: @
3c bl 5b 5F e@ f1 @@ 1b 4f 42 da eb @8 @@ 45 @0 -
@@ 28 6d 81 @0 @0 4@ @6 75 d6 9f c7 ab f6 9f c7 ‘]
e ab f3 @6 b8 16 26 17 d5 63 6f 89 96 @3 52 50 1@ o

. 7 Boot from scratch and call

|| Packets: 3951 - Displayed: 1729 (43.8%) * Load time: 0:0.62 || Profile: Default
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Step Four) From the File menu, save the file giving it a name such as ‘Boot from scratch and call.pcap’

‘ Boot from scratch and call.pcap
Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctrl+0 EFT i EFaaan
Open Recent » [X] ~ | Expression...  +
Merge... Destination Protocol Info Frs
Import from Hex Dump... 1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=0xB75B064, Seq=7l..
Close Ctrl+W 1.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=Bx5E7A6A4C, Seq=2..
1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=0xB75B@64, Seq=7l..
Save Ctrl+S h.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=@XSE7A6A4C, Seq=2..
el A Ctrl+Shift+S 1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=0xB75B@64, Seq=7l..
1.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=8x5E7A6A4C, Seq=2..
File Set » [L.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..
1.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=8x5E7A6A4C, Seq=2..
Export Specified Packets... 1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..
Export Packet Dissections » [L-243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=8x5E7A6A4C, Seq=2.. o
1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72.. U
S Sieds h.243 159.199.171.245 RTP PT=ITU-T G.711 PCMU, SSRC=BXSE7AGAAC, Seq=2..
s 3
Export PDUs to File... 1.245 159.199.171.243 RTP PT=ITU-T G.711 PCMU, SSRC=8xB75B@64, Seq=72..
Export SSL Session Keys... 243 159,199.171.245 RTP. PT=ITU-T G.711 PCMU. SSRC=@XSE7AGA4C. Sea=2. i
Export Objects » 5), 6@ bytes captured (488 bits)
1b:4f:4@:da:eb), Dst: Avaya_5f:e@:f1 (3c:bl:5b:5f:e@:f1)
i Ctrl+P .199.171.246, Dst: 159.199.171.243
rt: 1720, Dst Port: 5678, Seq: 1, Ack: 1, Len: @
Quit Ctrl+Q
eb @3 @8 45 00  <.[ o
28 @2 28 6d 81 @@ @@ 4@ @6 75 d6 9f c7 ab f6 9f c7 L(m. D
28 ab f3 @6 b8 16 26 17 d5 63 6f 89 96 @3 52 50 18 .....&.. i
. 7 Boot from scratch and call H Packets: 3951 - Displayed: 1729 (43.8%) - Load time: O:U.EZH Profile: Default

Step Five) Next (utilizing previous Steps but skipping Step Two), obtain Wireshark captures for the following 4 test scenarios.
Note:

. A separate Wireshark capture file should be created for each test.

. Make sure to complete each test scenario before stopping the capture file.

. After conducting each test, assign a name to each Wireshark capture file using the examples below.

Test #1: Place a 1 minute call from Device #1 to Device #2. Device #2 accepts call.
Wireshark filename example: “CompanyName_Test1_Internal.pcap”

Test #2: Place a 1 minute call from Device #1 to an external number. External participant accepts call.
Wireshark filename example: “CompanyName_Test2_Outbound.pcap”

Test #3: Place a 1 minute call from external number to Device #1. Device #1 accepts call.
Wireshark filename example: “CompanyName_Test3_Inbound.pcap”

Test #4: Place a 1 minute call from Device #1 to Device #2. Then conference in an external number/participant.
Wireshark filename example: “CompanyName_Test4_Conf.pcap”

Once the 4 captures are complete, please send all 5 pcap files to us to start the assessment process.

Thank you for all your effort in providing this valuable information for our engineers to evaluate and come up with the best
solution for your environment.
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Troubleshooting Tips
Avaya SPAN

If you are using Avaya SPAN and are having difficulties capturing an audio stream, please check the following items:

1) Is Signaling Encryption turned off?
In the ASA IP-Network-Region, Page 2, ensure the H.323 SECURITY PROFILES is configured to “Challenge”.

2) Is Direct IP-IP Audio connection off?
In ASA STATION, page 2, ensure the Direct IP-IP Audio Connections? Is set to “N”.
(Note this setting forces RTP to go through media gateway if station to station call)

w
For additional inquiries you can 5
contact us at: |
support@interactionic.com (

(800) 285-2950
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